
Summary of ACCG Identity Theft Prevention Program  

The Federal Trade Commission  (FTC) has once again delayed enforcement of its 

“Red Flags Rules,” 

(http://www.ftc.gov/os/fedreg/2007/november/071109redflags.pdf) a result of 

the Fair and Accurate Credit Transactions Act of 2003 (FACTA), until January 1, 

2011.  This federal law was enacted to require financial institutions and 

“creditors” with “covered accounts” to implement a program to detect, prevent 

and mitigate instances of identity theft.  However, the interpretation of “creditor” 

is fairly broad and may include several Georgia counties. 

Because many counties provide ambulance services or emergency transport 

where the cost is billed to the patient after the transport, they are considered a 

“creditor” with a “covered account.”  See, 16 U.S.C. § 681.2(b)(3).  Although this 

policy mostly focuses on ambulance/EMS service, FACTA will also apply to other 

services for which the County bills after the service is provided.  Utility service is 

an example.  Under this federal law, the County is required to have a written 

identity theft prevention program to detect, prevent and mitigate identity theft of 

patient account information.   

Below are the steps that the County must take to comply with FACTA: 

1. Make sure that the County’s Health Insurance Portability and 

Accountability Act (“HIPAA”) compliance program is up to date, if the 

County is a “covered entity.”  If your county is providing EMS/ambulance 

transport to citizens for a fee, then the County is likely to be a “covered 

entity” under HIPAA.  The County’s HIPAA compliance program will likely 

help the County to comply with the requirements of FACTA.  It may make 

sense to just add references to the Identity Theft Prevention Program. 

2. Identify which accounts are “covered accounts” under FACTA. See, 16 

C.F.R. § 681.2(c). A “covered account” is (1) an account primarily for 

personal, family or household purposes that involves or is designed to 

permit multiple payments or transactions; or (2) any other account for 



which there is a reasonably foreseeable risk to customers or the safety and 

soundness of the [county] from identity theft. 16 C.F.R. § 681.2(b)(3). 

3. Perform a risk assessment on the “covered accounts.”  This risk 

assessment is to see which accounts have a high risk of identity theft.  The 

County must consider: (1) the way that it opens accounts; (2) the way that 

it provides/allows access to the accounts; and (3) past experience with 

identity theft.  16 C.F.R. § 681.2(c)(1)-(3). 

4. Develop and implement a written identity theft prevention program to 

address identity theft risks referred to as “red flags.”  A “red flag” is a 

patter, practice or specific activity that indicates the possible existence of 

identity theft.  16 C.F.R. § 681.2(b)(9).  In other words, suspicious activity 

that raises a “red flag.”    The written identity theft prevention program 

must include policies and procedures to: (1) identity relevant red flags; (2) 

detect red flags; (3) appropriate responses for when a red flag is 

discovered; and (4) requirements that the program is updated to reflect the 

changes in risk to patients (or customers) and to reflect changes in the 

safety and soundness of the County from identity theft.  16 C.F.R. § 

681.2(d)(2). 

5. Administer the identity theft prevention program.  The County must: (1) 

get official approval from the Board of Commissioners, Sole Commissioner 

or Council; (2) ensure that a senior level of County management will 

oversee the development, implementation and administration of the 

program; (3) train staff; and (4) make sure that parties who contract with 

the County for services related to the accounts sign business associate 

agreements or otherwise ensure compliance with FACTA. See, 16 C.F.R. § 

681.2(2) and 16 C.F.R. § 681.2(e). 

Attached is a Sample Resolution to Adopt Identity Theft Prevention Program, as 

well as a Sample Identity Theft Prevention Program.  Counties should work closely 

with their County Attorney and staff who deals with these accounts to tailor this 

policy to fit the processes that the County used.  A sample letter that can be used 

to notify a patient (or customer) of a suspected identity theft is also included.  The 



FTC has prepared an affidavit and compliant form that these patients (or 

customers) can use. 

For more on how to comply with the Red Flags Rule, the FTC has prepared, 

“Fighting Fraud with the Red Flags Rule” to assist organizations in implementing a 

written Identity Theft Prevention Program designed to detect the warning signs of 

identity theft at 

http://www.ftc.gov/bcp/edu/microsites/redflagsrule/index.shtml.   

For more information on the FTC’s Red Flag Rule for ambulance and other health 

care providers, please see the attached link: 

http://www.ftc.gov/bcp/edu/pubs/articles/art11.shtm.  

The penalty for noncompliance with the Red Flags Rule is up to $3,500 per 

violation.  
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