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As most public employers know, there are 
myriad federal and state laws and 
regulations governing record keeping and 
retention.  At the federal level, 
discrimination statutes, including Title VII, 
the Age Discrimination in Employment Act, 
and the Americans with Disabilities Act, as 
well as the Family Medical Leave Act, Fair 
Labor Standards Act, and Immigration 
Reform and Control Act all have record 
keeping provisions.  In addition to federal 
record retention requirements, Georgia law 
requires that public employers maintain 
certain employment-related records for set 
durations.  Indeed, local governments are 
required to adopt record retention schedules 
based on the schedules established by the 
Georgia Records Act as revised in April 
2005, which imposes minimum retention 
periods for certain public records, including 
employment related documents such as 
training records, garnishment records, 
personnel files, criminal background checks, 
pre-employment assessments, and salary and 
wage records.  Merely retaining these 
records in compliance with these various 
laws, however, is no longer enough.     
In addition to these laws governing the 
retention of employment records, there are 
now federal regulations dictating how 
employers must protect and dispose of such 
records.  Enter the “Disposal Rule.”  
Enacted as part of the federal Fair and 
Accurate Credit Transactions Act (“FACT 
Act”), which amended the Fair Credit 
Reporting Act (“FCRA”), the Disposal Rule 
dictates how employers must dispose of 
“consumer reports” (or other documents 
containing information obtained from such 

reports) as defined by the FCRA.  Effective 
June 1, 2005, the Disposal Rule, which 
applies to all employers regardless of size or 
number of employees, requires that 
employers take reasonable steps to dispose 
of information obtained from consumer 
reports.  Thus, once the time that a public 
employer is required to maintain a document 
has passed, the potential for liability 
remains.   
 
Documents subject to these new 
requirements are defined in the FCRA.  The 
FCRA defines a “consumer report” as a 
report prepared by a consumer reporting 
agency, which is a third-party agency 
engaged in the business of providing such 
reports (other than a governmental agency 
such as the Georgia Crime Information 
Center (“GCIC”)), that consists of any 
written, oral or other communications of any 
information bearing on an applicant or 
employee’s character, general reputation, 
personal characteristics, mode of living, 
credit worthiness, credit standing, or credit 
capacity that is used, expected to be used, or 
otherwise collected for employment 
purposes (e.g. hiring, promotion, retention, 
discipline, etc.).  In the employment context, 
examples of consumer information may 
include:  
  
Criminal background checks conducted by 
third parties (other than GCIC);  
  
Credit history reports obtained from third 
parties; and  
 
Notes or documents prepared by employers 
that summarize information contained in 
background checks or credit reports 
generated by third parties.    
 
Notably, the FCRA requires employers to 
obtain written authorization before obtaining 
a consumer report, and to provide 



information to the employee or applicant 
both before and after any employment 
decision is made relying on that information.   
The new statute does not alter any timing 
restrictions imposed under existing federal 
or state law.  Thus, an employer is not 
required to maintain consumer information 
for, or destroy consumer information after, a 
certain period of time.  Other laws, however, 
including Georgia law, impose record 
retention requirements.  Specifically, 
Georgia law requires that public employers 
maintain criminal background checks for at 
least seven years.    If a local government 
obtains a background check from a third 
party (not GCIC), both the record retention 
requirements under Georgia law and the 
disposal requirements of the Disposal Rule 
apply.  The employer must maintain the 
record for at least seven years and then 
properly dispose of the record.  Likewise, 
Georgia law requires that employers 
maintain all employment records, including 
applications and other materials relating to 
prospective employees, even if not hired, for 
2 years.  To the extent that a consumer 
report is obtained, even if it does not contain 
a criminal background check, it must be 
retained for at least 2 years and then 
properly discarded.  Notably, the spoliation 
rule, which prevents employers from 
destroying documents that the employer has 
reason to believe have relevance to pending 
or potential litigation or administrative 
actions, may require an employer to 
maintain the documents beyond the 
minimum requirements under state law.  
Records may also be retained beyond the 
minimum time if the employer can 
demonstrate a legitimate need for 
maintaining the documents.  While 
maintaining these records, steps must be 
taken to ensure their confidentiality.          
At a minimum, public employers should 
implement documentation retention policies 
or review existing policies and procedures to 

ensure that documents are retained in 
compliance with all applicable state and 
federal laws and that the documents covered 
by the Disposal Rule are disposed of in a 
way designed to protect against 
unauthorized access to or use of the 
information contained in consumer records.  
Specifically, document management policies 
should address the following:  
Safe retention:  Information contained in or 
derived from a consumer report must be 
kept in a secure location to minimize the 
chances that the information will be 
improperly disclosed or used.  Employers 
should also maintain lists of categories of 
people with access to protected documents 
and ensure that only trusted individuals have 
access to the information.  Give access only 
on an “as-needed” basis.  Reports or 
information derived from reports that are 
stored electronically must also be kept 
secure (use a closely guarded password).  
Furthermore, information protected by the 
FACT Act is exempt from disclosure under 
Section 50-18-72(a)(1) of Georgia’s Open 
Records Act.      
Routinely destroy unneeded reports:  The 
Act requires that employers dispose of 
protected information when such 
information is no longer needed.  In the case 
of local governments, that time is when the 
law no longer requires them to maintain 
these records (or they cannot articulate a 
need to maintain the documents and the 
spoliation rule does not apply).  Maintaining 
these records longer than required or 
necessary also exposes employers to 
unneeded risk.  To avoid this added potential 
for unlawful disclosure, establish a system 
for disposing of old reports.    
 
Choose an effective destruction method: The 
Disposal Rule requires that employers take 
“reasonable measures” to ensure the 
destruction of these reports and information 
obtained from them.  Although the Disposal 



Rule does not define “reasonable measures,” 
it provides guidance on how employers can 
protect against the unauthorized use of 
consumer information at the disposal stage.  
For example, a smaller employer would do 
fine with an inexpensive shredder, while 
larger employers may want to contract with 
a document destruction service.  Whatever 
the method, provide training to ensure that 
employees responsible for disposing of the 
documents understand how long records 
should be retained, which records are 
covered by the Disposal Rule, and how 
those records should be destroyed.   
Destroy computer files:  Employers must 
delete computer files that contain consumer 
reports or information derived from 
consumer reports.  It is important to use a 
utility that will “wipe” the data completely, 
by deleting not only the directory, but the 
text as well.  
The new regulations are not without teeth.  
If an employer’s negligence leads to the 
theft of an applicant or employee’s identity, 
the employer could be liable for the actual 
damages incurred (for example, the cost of 
covering a portion of a credit card’s 
unauthorized use), plus civil fines of up to 
$2500 per employee.  In addition to the 
aforementioned fines, employers who 
willfully (as opposed to negligently) 
disregard the rules – those who know about 
the law and how to comply, but deliberately 
fail to do so – can be liable for the 
aforementioned damages, plus the 
employee’s attorney fees and costs of suit.  
The crime of identity theft is not likely to be 
eradicated any time soon.  In light of 
additional legal requirements, employers 
cannot turn a blind eye to their responsibility 
to ensure that their employees’ personal 
information is being stored securely and 
properly destroyed.  Thus, all public 
employers must take the steps needed to 
strike a proper balance between their 

retention, disposal, and disclosure 
obligations.            
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